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0. Legal
All statements contained in this Whitepaper, statements made in press
releases or in any place accessible by the public and oral statements that
may be made by The Digital Reserve, P.B.C. and/or the Distributor or
their respective directors, executive officers or employees acting on
behalf of The Digital Reserve, P.B.C. or the Distributor (as the case may
be), that are not statements of historical fact, constitute “forward-looking
statements”. Some of these statements can be identified by forwardlooking terms such as “aim”, “target”, “anticipate”, “believe”, “could”,
“estimate”, “expect”, “if”, “intend”, “may”, “plan”, “possible”, “probable”,
“project”, “should”, “would”, “will” or other similar terms. However,
these terms are not the exclusive means of identifying forward-looking
statements. All statements regarding The Digital Reserve, P.B.C.’s and/or
the Distributor’s financial position, business strategies, plans and
prospects and the future prospects of the industry which The Digital
Reserve, P.B.C. and/or the Distributor is in are forward-looking
statements. These forward-looking statements, including but not limited
to statements as to The Digital Reserve, P.B.C.’s and/or the Distributor’s
revenue and profitability, prospects, future plans, other expected
industry trends and other matters discussed in this Whitepaper
regarding The Digital Reserve, P.B.C. and/or the Distributor are matters
that are not historic facts, but only predictions.
No Offer of Securities or Registration
This Whitepaper does not constitute a prospectus or offer document of
any sort and is not intended to constitute an offer of securities or a
solicitation for investment in securities in any jurisdiction. No person is
bound to enter into any contract or binding legal commitment and no
cryptocurrency or other forms of payment is to be accepted on the basis
of this Whitepaper. Any agreement in relation to any sale and purchase
of tokens (as referred to in this Whitepaper) is to be governed by only the
T&Cs of such agreement and no other document. In the event of any
inconsistencies between the T&Cs and this Whitepaper, the former shall
prevail.
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1. Abstract
The Digital Reserve Network ("DRN") is an open-source financial
services suite designed to enable peer-to-peer payments, sustainable
lending, and collateral free borrowing. The DRN will leverage a
native cryptocurrency – Denarii.

The DRN is being developed by the Digital Reserve, P.B.C., a
public benefit corporation ("The Company"). The Company aims to
create a public benefit by engaging in (i) research and
implementation of best practices for financial literacy (ii) the design
and promotion of software or hardware solutions to increase
financial accessibility and the flow of capital to disadvantaged or
distressed communities.
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2. Background
2.1 The State of Inclusive Lending and Microfinance
Traditionally, organizations providing microfinance services
follow one of two delivery models:
- Nonprofits and NGOS that provide a limited range of
services to underserved populations. This model often
operates at a loss due to operational obstacles and requires
significant contributions from donors despite high repayment
rates and interest rates over 30%.
- Traditional for-profit companies that are often profitable at
the expense of the communities they serve. There are some
standard bearers, such as KIVA. However, they face
significant scalability issues, institutional complexities and
constrained accessibility.
The payday lending industry remains a major obstacle to financial
empowerment in many disadvantaged homes and communities. In
the United States, 49% of all residents are living paycheck-topaycheck and approximately 12 million Americans are expected to
turn to payday loans. The interest for these loans can have an annual
rate of almost 400%.
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Typical predatory lending practices include:
High interest rates (up to 400%+ per year).
Significant fees (40% of loan amount).
Disadvantageous repayment terms (penalties for early payment).
Harassing and aggressive collection tactics.
Deceitful advertising.

2.2 Why We Need a Better System
The World Bank estimates that small businesses and individuals
face a lending gap of over $2 trillion dollars. Few true
uncollateralized lending services exist. This is a significant
oversight. A lack of attainable financing slows economic mobility
and discourages opportunity. It also decreases the types of return
and volume which is attractive to the mainstream user.

any

The biggest issue of m

solutions is that they are not part of a

complete economic and payment system. Therefore, the success or
failure of these systems do not inform the operations of the
platform in a tangible way. These solutions are not a basis for a
healthy, profitable and equitable financial services solution.
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3. The Denarii Pre-Sale
3.1 Summary - A New Financial Platform
The DRN is an open-source financial services suite with its own
native cryptocurrency - Denarii. Our goal is to launch the DRN and
Denarii as a platform for novel financial products, financial literacy,
and lending. The DRN is designed to create a sustainable model for
financial inclusion while producing economic incentives for
network stakeholders by turning traditional "store of value" into a
working asset.
Borrow

Borrow

4
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Earn

OVERVIEW

Earn
Collateral-free borrowing.
Build a credit reputation.
Financial literacy training.

OVERVIEW
Validate transactions.
Earn interest on loans.
Win blocks

Send, request and receive Denarii.

Transact

Convert Denarii into fiat currency with
participating partners.
Exchange Denarii for other virtual
currencies on participating exchanges.
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3.2 Borrowing Denarii with the DRN
The DRN base protocol introduces a borrower driven marketplace
for setting interest rates and repayment periods without collateral
from the reserve in lieu of discount rates.

When a network

participant needs funds they are able to bid based on user criteria
and information they are willing to supply.

This produces a

healthier economic system that is inclusive, anti-discriminatory and
equitable.

DRN interest rates will have a
capped
Earn
upper limit of 35-45% for interest rate
- a blended average of microfinance
industry rates. This number may seem
high but it enables robust flexibility
while mitigating the most predatory
lending practice. Additionally,
repayment periods are capped at 6
months in order to create optimal
conditions for repayment.

Concept DRN Borrowing Interface
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Borrowing will require two user inputs:

Identity Establishment (this will be accomplished leveraging
third-party oracles. e.g. Civic. or the signature of another
verified user's wallet)
Bidding for funds

While relatively simple for the front end user, the parameters for
identity establishment and fund bidding are based upon
established research in risk assessment,
financial literacy, credit
Earn
reputation development and points of connectivity (see
references).

The borrowing of Denarii and debt protocols are a fundamental part
of the protocol’s monetary policy. The debt protocols written into
the Digital Reserve Network directly influence the monetary
issuance rate and the basis for network valuation. This provides the
foundation for the stabilization of the Denarii value over time.
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3.3 Lending Denarii with the DRN
In addition to the automated lending pool replenished by minters,
the DRN protocol will allow for the development of the optional
lending pool created by lenders and the potential for alternative
lending applications. The return on lending within the network
will be highly dependent on the product, The return for stakers is
expected to be greater than the monetary issuance rate over time.
This means that given the responsive nature of the monetary
Earnthan the repayment rate of lending.
policy, it will reduce to be less

The automated lending pool from stakers is a combination of the
reserve developed from the minting costs and the total stake.
Therefore, stakers can be highly confident in real returns through
the combination of returns from lent funds and the minting of
Denarii.

Second layer lending pools created by lenders operate with the
same rules as the automated lending pool, but they receive the
first profits from lending. Therefore, the optional lending pool
can expect returns up to the interest rate cap of 35-45%.
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3.4 Customer Use Cases
For Stakers/Minters: John has been working a steady job for
the past 6 years. He is listening to the news and hears that the
Borrow
price of his cable and milk is going up by 3% because of
inflation. He then looks at his savings account and realizes he is
only getting a .05% return. He decides this is unacceptable. He
then hears about the Digital Reserve. It cuts out the bank while
providing microfinance opportunities to the disadvantaged. John
realizes that this idea sounds really good. To be able to make a
better return while also helping others. It is ideal.

He decides to load the software on his tablet and buys some
denarii on an exchange. Then he decides to stake 5% from his
personal savings. A month later he checks on the progress of his
accounts and realizes that he has had a 1.5% return in 1 month.
This is 3x greater than what he received throughout the year. He
sees a message in his account from one of the borrowers thanking
him for helping them be able to make feed their children while
they were preparing to start their new job. He realizes, he is part
of something new and important. He decides to move some more
money to the Digital Reserve Network because it is worth it.

10

For Borrowers: Leia has been unemployed for 3 weeks since the
factory she worked at closed. Her childhood friend tells her that he
wants to make her a business partner in his new design business.
He sends Janus all the materials, but they won't get paid until the
Borrow
order is filled. Janus doesn’t have any credit history and has three
children to feed. She can’t wait until the order is filled. She then
sees a sign on the bus about the Digital Reserve, loans for those
who need them the most.

She decides to check the app store on her phones and finds the app
in her language. She signs up and authenticates her account. 10
minutes later she borrows 5 denarii with a payback period of 3
weeks, more than enough time to get her orders filled. She then
sees there is a search feature and finds a local market that takes
denarii. There is also a message below that provides instructions
for how to exchange denarii for cash if necessary. She buys some
rice, eggs and beans and walks home. 3 weeks later she pays back
the loan, leaves a message and gets a notification that her credit
rank has increased and short video on ways others use their
Denarii. She then realizes, that she can use the Digital Reserve to
buy additional materials while building her credit.
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3.5 What Makes the Digital Reserve Network?
There are three important accounts that the Denarii Protocol governs:
Earn
general pseudo anonymous accounts/
wallets, smart accounts and

secured accounts
through identity authentication.
Borrow

The Denarii Wallet is the most basic account available to
users of the Digital Reserve Network. The Denarii wallet
is a pseudo-anonymous accounts/wallet that enables

Denarii
Wallet

users to participate in transactions with other users of the
network. These transactions will be unrestricted and
allow fast secure transactions anywhere in the world.

Features

No overdraft or maintenance fees
Elimination of Intermediaries
Transaction confirmations in approximately
10 seconds.
Asset Class recognition
Recurring transactions
Send Denarii to any email address
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The Denarii Vault is the most comprehensive account
available to users of the Digital Reserve Network.

Denarii
Vault

Denarii Vaults are responsible for executing the
lending protocol and the staking protocol. A Denarii
Vault account enables users to participate in staking
and a chance to increase their denarii holdings by
competing for block rewards.

Denarii Vault accounts

also enables users to participate in the Digital
Reserve Network lending pool.

Features

Basic Denarii Wallet Functionality
Staking participation
Lending
Block Reward Payments
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The Denarii ID account is the last account type used in
the Digital Reserve Network. These accounts are
responsible connected to authenticated identities through

Denarii
ID

a system of oracles and validating protocols. The
purpose of these accounts are to have accounts/wallets
that can be used to build credit reputation over time.
This credit reputation or creditworthiness rating can then
be used to access the Digital Reserve Network’s lending
pool for short-term micro-financing from 1 wampum
(1/10th of a denarii) to 20,000 denarii

Features

Basic Denarii Wallet functionality
Borrowing
Credit reputation
Digital Identity
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3.7 Minting New Denarii
Minters are a vital aspect of the Digital Reserve Network. They are
the validators of transactions and keepers of history. In addition,
they also play a foundational role to increasing financial
accessibility. Minters must initiate a staking transaction to become a
minter. In addition, they must include parameters for their minting
fees per block. In return, minters are able to mint new Denarii,
receive transaction fees and a return from microloans.
The minting of new transactions will be accomplished through a
random selection weighted through
the proportional staking amount
Earn
and minting fees assessed.

3.8 DRN vs. the Market
Denarii and the DRN are designed to be a sustainable independent
currency and financial services platform. This vision and intention
in the design separates its from its peers. Whether in comparison to
Bitcoin or other financial inclusion focused cryptocurrencies, the
Digital Reserve Network has a unique value proposition through the
integration of a microlending protocol into its monetary system.
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In addition, the Digital Reserve Network is designed with long term
viability in mind, so it will be leveraging the work of peer reviewed
post quantum cryptography and NIST Post Quantum Submissions.
This long term view includes the leveraging of the Phantom and
Spectre Protocol by DAGLabs.

(+ is yes, ~ is unclear, - is no)
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4. Business Plan
4.1 Introduction
The Digital Reserve, P.B.C. is a Public Benefit Corporation. It is an
organizational entity that is explicitly created with the purpose
creating a profitable enterprise focused on social impact. The
Company will serve a dual purpose. One of those purposes is the
creation of a profitable enterprise. The other purpose is to provide
excellent service to disadvantaged and disenfranchised communities
with little to no access to traditional financial services.

4.2 Implementation Plan
The infrastructure architecture is the first major development task.
This will be a list of requirements, constraints, goals and objectives.
This will be the guiding document for the development of the DRN.
It will also be a living document that is refined according to
feedback and critique from leading experts. This architecture
document will focus on the parameters, functions and components
necessary for the base protocol, web wallets, mobile applications
and website.
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Following the infrastructure architecture, the rapid development of a
test network will be created. The focus would be on the testing of the
assumptions, getting some realistic feedback and identifying any
unforeseen implementation issues. This implementation is not meant
to represent the final developing product. The rapidly developed test
network is meant to be a conceptual prototype for marketing
purposes and refinement of the requirements.

Following this point, the introduction of periodic cyber security
consultations will be introduced into the development process. This
interest in security will include a full organizational review to
mitigate external and internal weaknesses to the network. A
checklist of errors and issues from GitHub and other sources will be
utilized to leverage the experience of prior distributed ledger
implementations.

Additionally, the creation of a strong Community Development &
Education Team is central to our operational planning. The
Community Development & Education Team will consist of fulltime and part-time marketing hires who can help establish the brand
and partnerships necessary for the DRN to thrive.
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The Designers would be responsible for crafting content such as
tutorials, documentation, images, infographics and flowcharts for
distribution and posting on the various media channels
The Evangelists/Ambassadors would be the advocates in various
regions. They would identify and build communities around the
DRN. There information would feed back into the CRM system for
the Company

The Community Development personnel would be the lead. They
would be responsible for developing corporate, governmental and
non-profit partnerships.

The Financial Inclusion development personnel would create content
around financial empowerment, literacy and access. They would be
responsible for the roll out of content to attract borrowers in targeted
areas. They would provide the information and education to help
borrowers be successful in their endeavors.
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Technical Development
The development of the DRN will be iterative and feedback focused.
There will be a private testnet, public testnet and open-source
codebase. The developmental process is composed of a few separate
and modular aspects. To maximize the effectiveness, parallel
development and quick turnarounds will be pursued. The parallel
development will be composed of the infrastructure development
and UX/UI development.
We believe that a core barrier to leveraging cryptocurrency networks
is the friction and accessibility of the networks. Therefore, creating
an easy and accessible interface is vital to network adoption.
Therefore, the we will launch an Alpha Test and Feedback period for
its designs and approach early in development. This will allow the
users to be accustomed to the process and provide feedback.
The infrastructure architecture is the parallel major development
task. This will be a list of requirements, constraints, goals and
objectives.

The architecture documentation will focus on the

parameters, functions and components necessary for the base
protocol, web wallets, mobile applications and website.
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Following the infrastructure architecture, the rapid development of a
test network will be created. The focus would be on the testing of the
assumptions, getting some realistic feedback and identifying any
unforeseen implementation issues. This implementation is not meant
to represent the final developing product. The rapidly developed test
network is meant to be a conceptual prototype for marketing
purposes and refinement of the requirements.

Following this point, the introduction of periodic cyber security
consultations will be introduced into the development process. This
interest in security will include a full organizational review to
mitigate external and internal weaknesses to the network. A
checklist of errors and issues from GitHub and other sources will be
utilized to leverage the experience of prior distributed ledger
implementations.

Following the establishment of a cybersecurity protocol and testing
prototype, the DRN will be programmed. With the documentation
for the components, development can occur with the Company staff
as the core and bounty hunters as the decentralized spokes.
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4.3 Stabilizing the Value of Denarii
We do something different on our Digital Reserve Network. The
whole ecosystem is mostly self-contained, so the need for 3rd parties
is minimized and the hardware costs are minimal. This is to create a
system that optimizes the external value to be in alignment with the
on chain activity and productive activity.

In order to participate as a minter, users will have to lock their stake
for a period of time. During this period, they will have to
periodically burn some of their stake to validate transactions. These
burnt funds are actually transferred into a special reserve. This is
part of the incentive mechanism to encourage honest behavior.

The

lending pool is then created from all the staked funds from the
minting pool and stake from lenders. These loans are backed by the
special reserve. The issuance rate of the monetary supply over time
will be responsive to the return from lending.

Because we are using a borrower focused bidding system for loans,
the underwriting is automated. In addition, borrowers select the rates
they feel they can repay and are appropriate. This mitigates default
and solidifies the expectations of the networks value.
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By borrowers creating value through their activities to repay the
loans, they are increasing the network value and productivity
through their actions. The interest on their loans is then fed into the
interest feedback mechanisms of the network to stabilize the
monetary issuance to market conditions.

This provides a sound rational for the on-chain value and
productivity based on value creation through lending. This
functionality provides a sound basis for the network to grow in a
stable manner while being reflective of market conditions.

4.4 Partnerships
Currently, the Digital Reserve has established a relationship with a
Credit Union sponsored by the United Nations in Liberia serving a
population area of over 1 Million. This relationship establishes a
commitment to fiat exchanges with Denarii and financial education
support. This is the example of the type of relationships being
developed.

Relationships with local non profits in the United States

are also being established with similar intent. They will introduce
the Digital Reserve Network as a financial education and business
development tool for young entrepreneurs and small business.
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5. Roadmap
June 2018 -

First Major UX Interface and Initial Funding

March 2019 - Testnet V1

December 2019 - Testnet V2

February 20

April/May

20 - Institutional Plugin

2020 - MainNet Launch and Public Denarii Issuance

October 20

20 - Multi-Signature Wallet Insurance Pools

February 202

July 202

2021 -

2021 -

1-

1-

Decentralized Lending Applications

Decentralized Lending Wallet Applications

Integration with Interoperability Applications

Launch of Decentralized Microlending Marketplace

2022 - Post-Quantum Signature Upgrade - Scheduled Hard Fork

6. Core Development Team
Jomari Peterson
Jomari delivered a 10x+ return as the as the Co-founder for the
Quantum Resistant Ledger, leading to a $100 Million+ Valuation. As a
serial entrepreneur, academic and public speaker, Jomari brings vision,
a strong understanding of the business landscape and an
interdisciplinary technical background to the establishment of the
Digital Reserve Network. Jomari has a strong history in the
development of systems and process improvement evidenced by his
management of budgets over $18 million dollars and 80+ employees.
In addition, he has a MBA in Strategy & Logistics and is all but
dissertation in his PhD from Carnegie Mellon University in
Engineering & Public Policy.

Joshua Rittenberg
Joshua is a corporate and intellectual property attorney with nearly four
years of experience at Kramer Levin, a V100 law firm.

Emmanuel Johnson
Ph.D. student at University of Southern California in the C.S.
department under the advisement of Dr. Jonathan Gratch.
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His research centers around building autonomous negotiation
agents. He holds a M.A in Robotics from the University of
Birmingham and a B.S. in Computer Engineering from North
Carolina Agricultural and Technical State University.

Amina Emenena
Amina is one of the breakout engineers in her organization at
Northrop Grumman and recently received a Black Engineer of The
Year Award for Modern Technology Leaders. She is currently
pursuing a M.S. in Systems Engineering from Johns Hopkins
University. She is working on a fascinating Research and
Development project that is shaping the future of Autonomous
systems for her company and is excited to use her experience with
the Digital Reserve.

Troy Wiipongwii
He has a B.A. in Applied Mathematics and Master in Public Policy
with a focus on innovation and economic development from
William and Mary. Founder of several startups, most notably
DebtLESS Community, a fintech company that operated in
Maryland. Areas of interest and experience include: computational
economics, economic development, dynamic pricing, machine
learning, and plant genetic engineering.
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7. Denarii Issuance
The monetary supply for the Denarii will be governed by a
market responsive monetary after an initial adoption period. This
initial period of minting will be governed by an exponential
decay rate for approximately the first 36-40 months for
approximately 11.5 Billion. The general function for exponential
decay is the following:

Where a= the initial issuance amount
r = the decay rate
x = time intervals

This is a formulaic controlled supply in the adoption phase. After
that phase, the responsive monetary policy will guide the
issuance rates.

7.1 How much Denarii will be Distributed?
There will be 6 Billion Denarii in the Genesis Block. Of that 6
Billion, 20% will be managed by the Digital Reserve, P.B.C. for
its ongoing operations and dividends.
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The rest will be distributed to in the public issuance. The goal of
distribution is to maximize users, so a cap will be placed on the
initial purchases. This is to maximize the experience of using
Denarii within the Digital Reserve Network.

7.2 Funds Usage

The conservative 5 year budget consists of four distinct areas:
Research & Development, Community Development &
Education (Marketing and Business Development),
Administrative & Management (Strategic Planning and
Visioning) and Support.
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The rest will be distributed in the public issuance. The goal of
distribution is to maximize users, so a cap will be placed on the
initial purchases. This is to maximize the experience of using
Denarii within the Digital Reserve Network.

Research and Development
The Research & Development Team consists of a Lead Architect
and Protocol Maintainer who would be responsible for
requirement development, improvement protocols and
establishing the Company technologies and techniques for the
network.

The rest of the distributed ledger developers would be

acquainted and comfortable with blockchain development, but
bring a specific area of interest. These areas would represent the
major modules for consideration.

Network routing and transaction processing deal with the
computational intelligence around the peer-peer network.
The Denarii protocol & smart wallets/accounts would focus
on the protocol logic and primary parameters. This would be a
person experienced with smart contracts and willingness to
create a deterministic set of parameters to build the network.
They would also integrate the oracles.
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Quality Assurance, Security and Testing is an important
component for making sure there are protocols to test the
overall program and line by line logic.
The machine learning is important for integrating the
economic model formulas into a system that can govern the
chain. Multiple scenarios and challenges will be presented to
the interval based system and used to provide the initial
training data.
The API and UX would focus on the accessibility and
usability of the designs and bring human centered design
considerations into the development process

Community Development & Education
The Community Development & Education Team will consist of
full-time and part-time marketing hires who can help establish
the brand and partnerships necessary for the DRN to thrive.

The Designers would be responsible for crafting content such
as tutorials, documentation, images, infographics and
flowcharts for distribution and posting on the various media
channels
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The Evangelists/Ambassadors would be the advocates in
various regions. They would identify and build communities
around the DRN. There information would feed back into the
CRM system for the Company
The Community Development personnel would be the lead.
They would be responsible for developing corporate,
governmental and non-profit partnerships.
The Financial Inclusion development personnel would create
content around financial empowerment, literacy and access.
They would be responsible for the roll out of content to attract
borrowers in targeted areas. They would provide the
information and education to help borrowers be successful in
their endeavors.

Administrative and Management
The primary personnel in this portion is for the managing
directors of the various regions. The main role will be to provide
clarity, support the various functions, outline the strategies and
refine operations to maximize the organization's operations. The
managing director will ultimately share responsibility with the
other board members and receive guidance from the advisors.
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The primary other costs to consider for the Administrative and
Management Expenses are rent, utilities, insurance and payroll
taxes for the organization. The rent is a combination of office
space rentals and remote working spaces. The insurance includes
Director & Officer insurance, hardware warranties/insurance,
general liability and other assessed areas for risk mitigation.

Support
The final area includes the cost for legal representation,
accounting, additional consultation and materials for the
execution of the support activities.

8. Technology - Expanded
8.1 Network Architecture
Current Blockchain networks are transactional systems secured
by cryptographic proofs and design incentives governed by
consensus. These transactional systems typically take the form of
Proof of Work or Proof of Stake.
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Proof of Work is a computational sound and energy-intensive
method for securing the network. Thus, for a number of
environmental, economic, and efficiency reasons Proof-of Stake
design implementations have come to be seen as the way of the
future. However, the self-referential nature of Blockchain
protocols creates obstacles in many initial proof of stake
implementations. The Digital Reserve Network Architecture aims
to resolve a number of the major challenges proof of stake
protocols by addressing clearly defined issues throughout this
white paper

Staking, Transactions and Fees
The Digital Reserve proposes a fee based proof of stake
implementation in order to secure the network and provide incentives
to network participants to act in accordance with the protocol. The
Digital Reserve will segment each N set of blocks as an “Age”. These
ages will represent the staking period for a set of participants. The
participants who engage in staking transactions must send a staking
transaction or re-stake transaction prior to each Age. These
transactions must contain the following:
34

The value of the Transaction = A
The rate of fees = r

These values will be used to govern the operations and transactions of
the Denarii protocol’s stake pool. During the transactions in the
following Age the fees and stakes will be managed by the denarii
protocol. This delay is to create a form of check pointing and increase
the difficulty for creating false histories and chains.

All stakes will be

gathered into an automated staking algorithm.

These staking algorithms will make a
group micro transaction representing all
the stakers in every block. These fees
will be deducted whether stakers are
actively participating in securing the
network or not. This is to encourage the
active securing of the network.
Figure X

There are two parts to activity. The first part is staking, the second part
is actively confirming and validating transactions.

As seen in figure

X.
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To become the winner of a block, the participant must be actively
online securing the network. The winning minter will provide a claim
transaction using the value from their primary hash chain with the
secondary hash providing the additional security measures. This
reveal will be computed from proportional stake of the potential
winners and current seed to evaluate the lowest value. The seed will
be modified by the hash-reveal of the winner minter introducing
probabilistic entropy. The winner of this block will then initiate the
special transaction to mint the reward for the winner X block prior.
This staggered reward system provides further incentive for operating
in line with the protocol because negative deviance would not provide
any immediate Denarii payoff.
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Network Propagation/Transactions Per Second
Scalability and efficiency within the Blockchain network are
important considerations for distributed ledger technologies. VISA
standard transactions speeds, approximately 2000 transactions per
second, is considered by many to be the optimal implementation. The
Digital Reserve will implement a modified version of the Ghost
Protocol or Inclusive Blockchain Protocol in order to increase
transaction processing speed while maintaining security assurances.
The modified Ghost/Hybrid DAG Protocol will leverage the
propagation patterns of the network to include the directly related
blocks and the parallel blocks. Ultimately this will allow for the
potential of less than 1 second blocks and confirmations in under 11
seconds.

In addition, this provides the ability to reward the work done

in propagation.
The fundamental components of this implementation are:

Blocks reference a parent and must specify their ancestor’s
branches.
A branch ancestor in a block cannot be a direct ancestor of the
block.
A branch ancestor in a block must be a child of the ancestor of the
block
37

Solving "Nothing at Stake"
A major outstanding issue with current Proof of Stake
implementations is what is known as the “Nothing at Stake” issue.
Naive implementations of Proof of Stake do not decrease the
incentive of attempting to propagate and potentially mint alternative
chains. Thus, the rational behavior in naive Proof of Stake systems is
to mint blocks on top of any branches of which the user is aware
because there is little risk or significant cost in doing so. This provides
a relatively simple point of failure that implicitly encourages double
spending. It is easy to assume that this will be opposed by users with
large stakes, but the effort necessary to enact a double spending
attacks is reduced dramatically.
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The Digital Reserve solution is very simple. In addition to staked
transactions, fees are paid at each block from the staked transaction
pool for every participant. These fees would be included in the block
and be analogous to hashing in the overall probability of minting the
block. In addition, conditions would be set where the staked deposits
would be penalized for protocol deviations

8.2 Economics and the Denarii Protocol
One of the most significant innovations to be born out of Blockchain
technology is the ability to create and maintain self executing
monetary protocols and controls. The Digital Reserve proposes a new
paradigm: The Denarii Protocol. The Denarii Protocol will execute
and manage the Digital Reserve’s monetary issuance, P2P lending
architecture, and risk management implementations. In addition, the
Denarii Protocol will be governed by a dynamic machine learning
process that optimizes the monetary parameters for growth.
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Monetary Policy and Issuance

The goal of the monetary policy and issuance in the Digital Reserve is
to support the growth and adoption of the network through active
utility of denarii for investment activities. The monetary supply of the
Digital Reserve will have an upper bound determined by hard
coded/predefined rate of emission to minters during the first X ages.
This period will be to gain market adoption through large incentives to
participate in the network. In addition, this period will provide the
training data for the underlying algorithms powering the Denarii
Protocol.

The baseline for the monetary policy will operate under the bounded
conditions where an interest feedback rule is used:

Where the it is an operating target for the interest rates, πt is the
inflation rate (measured by the issuance rates), yt is the log of real
GDP (measured as the return rate from lending and transaction
analysis), and ȳt is the log of “potential output” (identified empirically
with a linear trend).
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The first X years of the Digital Reserve will provide the indicators,
ingredients and patterns necessary for the protocol’s implementation
of Vector Autoregression (VAR) (Rotemberg 1997) of the various
variables and optimizing model to maximize the networks parameters.
This model will focus on stabilizing growth while maintaining a zero
interest rate floor. Complete stabilization is not the expectation, but
rather an internal economy that fosters investment and the pursuit of
increasing the network value. The evaluation of the network by the
denarii policy over time will consider the following factors and more:
transactions, network hops and propagating metrics, stake, topology
changes, total stake, total lending, default rate and more in
establishing parameters for the model.

The Initial Distribution Problem
Initial distribution is an issue where centralization during the
network’s existence is perpetuated by the initial token supply holders.
This is typically caused by a lack of incentive for holders of the coins
to exchange their coins with third parties. Part of this is due to proof
of stake potentially increasing scarcity. This leads to the value of
existing tokens and their coin balance directly contributing to
increasing the value of their held balance.
41

In Proof of Work systems, adopters are typically in the same position
as other users and can invest in hardware to participate. In many
existing Proof of Stake systems, early adopters have an advantage.
Other implementations use hybrid proof of work to introduce new
coins. The Digital Reserve solution currently has a two pronged
approach to pursuing a uniform/normal distribution. The first is a
design decision and the second is an implementation decision. The
design decision to provide microfinance loans backed by the proof of
stake algorithm increases accessibility to coins.

In addition, the long-term access to these cryptocurrency loans
provides a basis to increase the economic productivity of the network
and encourage borrowers to participate in activities with a greater rate
of return than current stakers experience. This rate must be greater
than staking, otherwise, people will just stake their borrowed denarii.
Therefore, participants in the microfinance system have an incentive
to provide goods or services that results in current holders exchanging
their held coins. The implementation decision is a contractual and
potentially programmed distribution following network establishment
to distribute the coins from development patrons with larger sets of
ownership. This will require the use of established oracles (TLS) to
initiate the distribution activities based on the conditions of the
agreements.
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P2P Lending Architecture

The Digital Reserve Network aims to position itself as not only a store
of value but as a sustainable and scalable Microfinance Institution
(MFI) administered by the Denarii Protocol. The Digital Reserve
implements a new on-chain P2P lending architecture - rewarding
lenders with interest payments while empowering the disadvantaged,
underserved communities and micro entrepreneurs by providing them
with access to capital. In so doing, the Digital Reserve aims to open
the door to truly reduce economic disparities by implementing
intelligent constraints and systems directly into the heart of the
Denarii Protocol.
Currently, most Blockchain implementations emphasize an economic
system that primarily rewards and values holding within the
Blockchain exchange communities. This is a design decision that can
potentially be exasperated with the implementation of Proof of Stake
systems. In current Proof of Stake designs, users stake their holdings
as collateral and are thus incentivized to honestly validate transactions
on the network.

43

In return, the reward for honest activity provides the stakers with the
potential to receive newly minted/mined tokens and transaction fees.
Thus, users are able to utilize their on-chain holdings as a working
asset.

However, as discussed above, the problem with this

implementations is that it runs into the “nothing at stake” problem

The Digital Reserve proposes to leverage staked funds as the lending
pool for on-chain micro loans.

This implementation aims to mitigate

the compounding deflationary effects of hoarding while enabling
economic growth and wellbeing through borrowers investing
activities.

Digital Identity, Reputation and Oracles

The Denarii Protocol ties the ability to access lending from staked
transactions to a unique digital identity and reputation. The innate
difficulty of ensuring a unique digital identity from a singular
authentication source requires that a combination of authentication
systems be used to create limited unique digital identities.

The

authentication process will utilize oracle's or 3rd party authenticators
to create unique digital identities. The nature of the authenticator will
determine its level of trust within the Denarii Protocol. Once a
boundary level of trust is reached or exceeded, eligibility to participate
in the lending process will be granted by the protocol.
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The authentication process will be used to determine that the user is
real, unique and singular. These pseudo-anonymous accounts will
have the ability to hold connected Denarii wallets that can be
considered as part of their level of trust/reputation analysis. The
Denarii Protocol will perform analysis over time to determine how the
various boundaries conditions to maintain a sustainable Digital
Reserve architecture affect the lending pool and adjust the rate and
risks accordingly.

The penalty for delinquent and non-payment will

be a lowering of the reputation score and position in the lending pool.

The approach for determining the loan participants will be through a
dual layered approach: risk based loan pricing and auction. Based
upon the available staking pool, risk assessment of borrower (level of
trust, reputation, and protocol analysis) and interest rate boundaries,
auction tiers will be created. Participants will then be able to bid at
their preferred rates. There will be a batch offering to every tier. From
these factors the system will optimize based upon the given
conditions.
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Interest Rate Formula

The composition of the Denarii Protocol will allow it to set and adjust
interest rates autonomously every X Ages by relying on the following
equation:

The effective yield (R) per X Ages charged on the loans is a function
the percentage of average Loan Portfolio (LP) outstanding,
Transaction Expenses (TE), the Cost of Funds (CF), Loan Losses
(LL), target capitalization rate (K) and investment income (II).

The variables should be represented as a % or decimal fraction. For
example, the Transaction Expense (TE) percentage is equal to the
Total Transactions Fees (TTF) for serving the loans divided by the
average Loan Portfolio (LP).
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The Cost of Funds (CF) is the average cost as a percentage to using
the staking pool portion of the outstanding lending (SPLP) and staked
transactions portion of outstanding lending (STLP) to operate the
borrowing component of the denarii protocol.

Another way to

classify this is the interest rate (i) for using the funds. This value will
be bounded by the denarii protocol from 0 to X%.

The Loan Loss rate (LL) is the loss due to defaulted loans during X
ages. The loan loss rate is used to denote loans that are considered lost
or unlikely to be recovered and is distinct from the rate of delinquent
payment. The target capitalization rate (K) is the profit the denarii
protocol garners after the expenses. This can range from 0 to X%.This
portion is important to cover past and future losses. It is also a
sustainable practice that can further strengthen the viability of the
denarii protocol over time. A rate of 5-15% is typically suggested, but
the constraints of the denarii protocol and economic systems will most
likely position 5% as a maximum rate for K. This will be dependent
on a variety of Monte Carlo simulations. From this baseline operation
the denarii protocol will allocate and approve the borrowing bids.
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Network Security
The Digital Reserve is positioning itself to become an alternative
access to capital and opportunity. This vision for the establishment of
a contender in financial institutions, particularly financial accessibility
makes the security assumptions and protocol for the Digital Reserve
vital. The Digital Reserve is first and foremost the set of protocols that
governs operations. However, the security of a network is not just the
job of the protocol, but the community, developers and users. As such,
the initial development team will have in-depth and thorough 3rd
party cyber security and penetration audits prior to the launch and any
significant updates to the codebase thereafter. This will determine any
weaknesses in the organization or network. In addition to the security
audit of the codebase, it is also necessary to consider future threats
and capabilities.

Long Range Attacks
The use of computational investment to build alternative Blockchain
network histories is a concern. This is prevented in Proof of Work
type systems because of the difficulty of computations. With proof of
stake systems, it is possible to establish an alternative history.

In

addition, when a new node connects to the network, there is not an
external metric to verify the authenticity of the correct chain.
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This second issue is typically resolved in practice because majority of
nodes download their nodes from a trusted and relatively centralized
source. However, in the pursuit of decentralization, this still presents a
philosophical and growth issue. The Digital Reserve will utilize the
secondary hash chains created to provide an independent and
computationally difficult variable to duplicate. While the attacker is
able to store the reveals from the past validators, they would also have
to duplicate the secondary hashes.

Short Range (Bribe Attack)
While infeasible from a practical sense, this attack is based around an
attacker performing a transaction than offering a reward to users that
mint on top of a the attacker’s chain that does not include the
transaction. This could be maintained until the length of the chain
exceeds the correct Blockchain. Digital reserve resolves this issue
with the Fee-based deposit system. Thus, a failure of the attack would
damage the users attempting to accept the bribe and potentially result
in a loss of their stake.
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Precomputing Attack
This is another computation based attack that is introduced with Proof
of Stake. Essentially, the minter of a block can attempt to add
additional transactions into their block before signing to create a final
block hash that is more likely to be won by them. In this manner, the
attacker can attempt to build a history of weighted/longer blocks that
are in the attacker's favor. Thus they would be able to win more fees
and special transactions. The primary constraints of this attack without
mitigating factors is the attacker’s stake proportion, the number of
separate staking accounts in consideration and the protocol to derive
the hash from the transactions.

The Digital Reserve proposes to resolve this issue through a public
seed being determined before the transitions between ages. Ages are X
blocks. The last Y blocks of the current age, participants must reveal
their first value in hash-chain A. Therefore, the next age’s seed will be
determined by the XOR (a one or the other, but not both aka exclusive
selections) of all the reveals from the participants in the Staker
selection pool. This seed will be updated in the epoch and attempts to
manipulate the seed will result in the loss of staking deposits.
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Denial of Service Attack
Denial of Service (DoS) attacks are a shared vulnerability of proof of
work and proof of stake. The aim of DoS attacks are to disrupt normal
network operations by congesting, slow downing or halting it by
flooding the network and node. The nature of Blockchain technology
eliminates a single node of failure because it is a distributed ledger.
The Digital Reserve plans to introduce a number of DoS prevention
and deterrence protocols. These are built upon the version 0.7.0
bitcoin codebase. A few are provided below:
Nodes do not propagate double-spend transactions
Nodes do not propagate the same packets to the same peer twice
Maintain a DoS score for connected peers in the topology and
disconnect from peers that do not comply with the protocol
Ban IP addresses that misbehave for a specified time period
Accepted data structures minimize loops
Limiting of parameters

Sybil Attack
Sybil attacks are meant to disrupt the network by creating numerous
nodes which are pervasive within the network. This type of attack can
be exploited in a number of ways. It can be used to segment nodes or
isolate them from the network. This is an issue for proof of stake and
proof of work.
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The Digital Reserve recognizes Sybil attacks still require investment
in the network to be effective. In addition, the use of computationally
intelligent network topology like ant colony optimization or behavior
pattern clustering can mitigate some of the sybil attack issues.

Quantum Computing Attack
Currently, existing financial institutions and governments are
implementing quantum resistant signatures.

A 10-year risk

assessment has identified quantum computing as a relevant threat.
This is a security measure to ensure the effective and secure operation
of the Digital Reserve network. As a key infrastructure measure, this
is a risk mitigation activity and value proposition as the capability of
quantum computers reach a state of stability and scalability. Despite
the ease and accessibility of the Elliptical Key Cryptography used by
most Blockchain and distributed ledger implementations, they are
highly susceptible to future quantum computing attacks. They are also
vulnerable to a storage and future decryption attack. Currently,

zero

knowledge quantum resistance cryptographic measures are being
vette d in the form of Zk-starks.

In the pursuit of long-term stability

and long-term vision, the Digital Reserve will also utilize the best
practices for post-quantum cryptography. Currently, Zk-Starks and
Winternitz One Time Signature+ are the primary considerations.
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